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ABSTRACT

Throughout the years, cybersecurity incidents related to the shipbuilding and maritime industries are occurring more
frequently as the IT industry develops. Accordingly, expertise in the information protection industry is necessary, and
effective education contents on information protection are needed for this purpose. Recently, there have been more and more
cases of increasing user experience by applying Metaverse technology to the educational field. Therefore, this study analyzes
the existing information protection education and training and the information protection education contents in the maritime
industries and proposes four directions for content development (i.e., online education and seminars, cybersecurity threat
learning of virtual ships, accident reproduction, and maritime cybersecurity exhibition operation).
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Table 1. List of key studies on information
protection education and training

Title Author Contents
AKI;i}‘S;/Sl]: dog H I Survey and analyze the level
and Skillsgfor Jun, H. | of knowledge and skills
Information W. needed in the field of
Security Yoo, T. | information protection in key
Professional S. Kim | professionals[9].
Considering
Information
Pro?ees(;lil;gls & | H W Developing and presenting a
Career o Yoo, T standardized job system for
Analyze S. Kim the supply of information
Knowl}e,: dge protection professionals[10].
and Skills
Requirements
Analysis on a Through analysis of the job
Turnover TS transfer process of information
Process Kim. K protection personnel, new
of Information H Kim recruitment and the job
Security ) transfer process of existing
Professionals personnel are studied[11].
'g‘;l -ﬁ, r;?rll}i]rslls A Study on the Problems and
Curricul un% Improvement of Information
for Educating JY. Security and Information
Information Park Protection Specialized Human
Security Resources based on 16

Experts

Universities in Busan[12].
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Title Author Contents Subjects Contents
Through a study of the Maritime -Com‘prehensive chart of shipping company
domestic information protection Cyber & ship network
A Stdy on | D. W, education system, it pointed Security -Asset list creation and evaluation practice
Domestic Kim, S out various problems such as Risk -Shipping/ship cyber security risk assessment
Information W lack of mid/long term plan for Assessment .
Securi Chai. 1 information protection practice
Educaﬁtgn ¢ | education, lack of verification Workshop | -Control item cost/effectiveness evaluation
: of education programs, and B : :
System Ryou lack of information education Physical Purpose and method of physmal segunty
among_educational Security -KR Computer Room Physical Security
institutions[13]. -Risk assessment physical security
Capability units that can be -Technical Security: Network Security
A Study on mtrocﬁxped 1ntt(1)1 the cumfculum Technology | Solution
the NCS according to the type o . . . . . .
based Jeong-H | human resources by job were Security -Technical vulnerability diagnosis overview

. o Song, | selected, NCS-based

f%ﬁl&wﬁﬁ Hwang- | recruitment standards were

Infonnationg Rae presented, and NCS curriculum
Kim design was proposed for new

Security b development
Manpower human resources developmen
in the information protection
industry[ 14].
2.2 Mol A0 MEHS ws FHX

FAF(KR) S w534 241 dleF Eof A
ol H ol Tdalel A Fagk wH W8-S Table 29}
zho] At sl w5 ol glol, BE aE
Qo] Fgo] ofFy exzjql o] el AgHH o]
2 3= Fd w45 92 USB e ez

stz 3ivh(16).

Table 2. Maritime Cyber Security Management
and Practice Course

-PC security vulnerability diagnosis too

Subjects Contents

-Maritime Cyber security Overview
-Cyber security organization
-Cyber asset management

-Cyber threat

-Personal security

-Physical security

Understanding
Maritime cyber
security

-Understanding the network

-Network attack techniques & security
solutions

-Overview of diagnosis of technical
weaknesses

Maritime cyber
security IT

Maritime cyber . .
-Account and permission management practice

security 1T . .
Practice -User (PC) security practice
Understanding -Understanding ship cybersecurity and risk
Maritime assessment
-Understanding of risk assessment procedures
Cyber
: . and methods
Security Risk -Understanding of network diagram, risk
Assessment s sram,

acceptance criteria, cyber threat list
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Fig. 1. A soldiers wearing hololens2(20)
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Fig. 2. Aircraft maintenance training using
VRI(21)

Fig. 3. Marine emergency response training
using VR(22)

Fig. 4. Ship operation training using VR(23)

Fof et & mfo] Hrfa ZFxdcH(19).

VR 71%9] WAL dei o] AltE 71453}
o} wlela(Metaverse) = 19929 @ 2EEE
(Neal Stephenson)? &4 ‘2% F4] oA
A5 AHERE el 2] AR A4S sl ot
el (Avatar) & §3 &8s 3291(3D) 7HAA
5 omlgich(24). weps S <dstE e A
H2ZE 19994 wjElg A 20099 opfel, 20184
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A Ao Ze}qle Ale] =gl Alo|r}H(25].
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Fig. 5. Four elements of Metaverse

Table 3. Comparison of Metaverse Platforms

Platform Features

- Platform for creating games in the game
Roblox - Corporate Value: $29.5 Billion
- Number of user/month: 150M

- K-pop events will be held with Naver's
platform, and showrooms such as Gucci and

Zepeto Dior are popular among users.

- Number of user: 200M

- Online Lego game where blocks are
Minecraft assembled to build buildings.

- Monthly users: 120 million
- Game sales: 200 million copies
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Reproduction Exhibition
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Fig. 9. Security Training with Roblox(30)
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Fig. 10. Building old ship in Metaverse(31)

Fig. 13. Ship Design with VR(34)
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Fig. 16. Children’'s Museum opened due to
Covid-19(37)

AUCUST CREATIVE BUILD COMPETITION

Fig. 17. WA Maritime Museum Competition(38)
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